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IT-TEXHONOr MK ANa BU3HECA

DM f") TPUNANH

[Toyemy celtyac Tak BaXKHa TeEMa MMNOPTO3aMeLLLeHUA?

1. B 2022 roay C POCCUMCKOrO PbiHKA YW/AM MAN NPUOCTAHOBWUIN CBOIO AEATENIbHOCTb KJ/OYEBbIE UTPOKU PbIHKA
nporpammHoro obecneyeHuna: Microsoft, Autodesk, Adobe, ESET, Oracle, SAP, SketchUP, Veeam, Sony, IBM u

Apyrue.

2. [na 6rogrKeTHbIX OpraHM3aunin cornacHo noctaHosaeHuto MNMpasutenbctea PO Ne 2014 ot 03.12.2020 ycTtaHOB/MEH
065a3aTeNbHbIN MUHUMYM POCCUMUCKNX TOBAPOB B 06LEeM 06beme 3aKynoK Paano3N1eKTPOHHOW NPOAYKLUMM.

3. [nAa roc3aka3umkos cornacHo YKasy Nel66 lpesmaeHTta PP ot 30 mapta 2022 r. BBOAMUTCA 3anNpPeT Ha 3aKYMKu
nHoctpaHHoro MO ana Mcnonb3oBaHUA HA KPUTHUYECKOM MHPOPMALMOHHON MHPpacTpyKType. A ¢ 1 aHBapa 2025
roga OpraHam rocyaapCTBEHHOW BAAcTU OyaeT 3anpelieHO UM UCNO/b30BaHME WMHOCTPAHHOrO MPOrPaMMHOro
obecneyeHnA Ha NpUHaANEKaWNX UM 0O bEKTax.
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f‘) TPUANH

IT-TEXHONOrun Ana 6U3HECA

Yem 3aMeHUTb MHOCTPaHHbIM cOdT U ecTb /1N aNbTepPHATMBA
peLleHMAM 3anaaHblX BEHA0POB?

CoBeplunTb ONEePaTUBHbLIN Nepexos Ha OoTeYyecTBeHHble IT-pewerma HenpocTto. KomnaHua TpunanH npeanaraet CBOUM
KNneHTam obopyagoBaHMe W nporpammHoe obecneyeHMe pPOCCUMCKOro MNPOU3BOACTBA - HALIKM  CNEeuManncTbl
NPaKTUKYIOT KOMMJIEKCHbIN NOAX0A K peannlaumm NpoeKToB nepexoaa Ha IT-peweHus.

Hawa coBmecTHas paboTa € aKcnepTaMu pbiHKA M C BEAYLWMMU POCCUUCKUMU Pa3paboTyMKamMmn MOMOXKET KJANEHTAM
YCKOPUTb BHEAPEHNE MHHOBALLMOHHbIX TEXHO/IOTUIA U CHU3UTb 3aBUCMMOCTb OT MMMOPTA.

Cneuumannctbl KomnaHuu TpunaiiH nomoryT

Nopobpatb peweHue Cobntoctu TpeboBaHuA CosepLinTb MUrpauuio

Moabepem anbTepHaTMBbLI C COXPAaHEHUEM Obecneymm cooTBETCTBME TPebOBaAHMAM MOMOKeM CHM3UTb PUCKM M 0becneynTb
obecneyeHns COBMECTUMOCTM Ha YPOBHE nepexoaa Ha oTeyecTBEHHOE NPOorpaMmmMmHoe HenpepbIBHOCTb PaboTbl NPYM MUTPALIUKN HA
CTaHaapToB U GopmaTos obecneyeHune 1 obopyaoBaHue POCCUICKUNE peLleHunn
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IT-TEXHONOrun Ana 6U3HECA

PelleHMA poccncKknx paspaboTymkos

OnepaunoHHbIE CUCTEMDI [lporpammbl ANA yAANEHHOIO AOCTYNa

CepBepHble onepaLumoHHbIE CUCTEMDI MerkceTeBoM 3KpaH
OduncHbIe NPUNOKEHUS CpeactBa NPOEKTUPOBAHUA
AHTUBUPYCHbIE peLlleHus MO ans co3gaHus NOPTa/IOB COBMECTHOM paboThl
[loyTa ¥ KOMMYHUKALLMN BeKTOpHbIe 1 rpadnYeckmne peaaKkTopbl

BupTtyanmsaums BuaeopenaKTopsl
Cuctembl ynpasaeHna 6a3amum AaHHbIX PDF-peaakTopbl
Cuctembl pe3epBHOro KONUPOBAHUA [Mlnatdpopmbl Ana KOHPEpPEHUMI U BeOMHapOoB

KnukHume o ccolsike 014 nepexooa 8 HyM Hbil pa3oern
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IT-TEXHONOrMWN ANa BU3HECA

BepHyTbCA K CNUCKY

OnepauunoHHble cuctemsl (BxoaAaT B peectp MMHKOMCBA3H)

AHanoru ana Microsoft Windows Professional

eOTeyecTBEHHAA onepaLMoHHan cuctema Ha 6ase agpa Linux
eEanHCcTBEHHAA B Poccun nmeeT nonHbliii Habop ceptudukatoB PCTIK, PCb, MMHOOGOPOHbBI BNIOTb A0 YPOBHA «COBEPLUEHHO
OC «Astra Linux Special Edition» CEeKPETHO»

eOTeyecTBEHHaA onepaLyMoHHan cuctema Ha b6ase agpa Linux

eCepTndpmumnposaHa PCTIK

PEA OC7.3 *Habop KNMEeHT-cepBEPHbIX NPOrpamm ANA CO34aHMA U UCMOIb30BAHUA 061a4HOI0 XpPaHMANULLA M OPraHU3aLMM COBMECTHOM
paboTbl

eOTevecTBeHHas onepaumoHHas cuctema Ha 6ase aapa Linux
AlterOSDesktop *AlterOS cooTsetcTByeT TpebosBaHuam gosepua k OC (npodunb 3awmtel OC UT.0C.A4.M3) 1 BKAOYEHA B OULIMANBHBIN peecTp
cpeacTs 3aWwnTbl HGopmaumm (Ceptudmrat Ne4393)

eOTeyecTBEHHAA onepaLmMoHHan cuctema Ha 6ase agpa Linux

eCpe/AcTBa peannsaLmm cepBepHoO U KAIMEHTCKOM YacTu ciy»Kbbl KaTanoros, coBmectumon ¢ Active Directory.
OCANbT8CN *He TpebyeTca oTkNtouYeHue SecureBoot npu 3arpyske OC.

*B0O3MOHOCTb PAa3BOPAYMBAHMUSA B 3aKPbITOM CEFMEHTE CETU JIOKA/IbHOTO PEN03nTOPUA AN YCTaHOBKM U 0B6HOBNEHUSA

eOTeuecTBEeHHasA onepauyoHHan cuctema Ha 6ase agpa Linux

eSimpleWelcome. EanHas Touka 3anycka NpuUAOXKeHUN, KoTopble yaobHO crpynnupoBaHbl No GyHKLUMOHAIbHOMY Ha3HAYEeHUIO:
NHTEPHET, opuc, rpaduKa, UTPbI U T. 4.

ROSA Enterprise Desktop eTimeFrame. MHCTPYMEHT BU3yanmn3aLmn KOHTEHTA, MO3BONAIOLLMI OTCAEKMBATb aKTUBHOCTb MO/Ib30BaTeNA Ha IEHTE BPEMEHMU.
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IT-TEXHONOrMWN ANa BU3HECA

BepHyTbCA K CNUCKY

CepBepHble onepalMoHHble cUCTEMbI (BXOOAT B peecTp MMHKOMCBSA3N)

AHanorun gna Microsoft Windows Server Standard

eEanHcTBEHHAn B Poccum nmeeT nonHbii Habop ceptudukaTos PCTIK, PCb, MMHOOOPOHBI BNIOTb A0 YPOBHA «COBEPLUEHHO
OC «Astra Linux Special Edition» CEKPETHOY

*CpeacTBo UeHTpaanM30BaHHOro ynpasneHua PEO AAM
PE[, OC 7.3 Cepsep eSamba DC. PewweHune gna co3paHma eanHoro paboyero NPOCTPaHCTBa B reTePOreHHOM CeTU MeXKay onepaLMOHHbIMM CUCTEMAaMM
Windows u Linux.

*CepBepHan BepcuA BKAtOYAET B cebA yA0OHbI NnepeyeHb KOMMOHEHTOB, TaKMUX KaK OKPY*KeHWe paboyero ctona, OKOHHbIM
MeHeaXep, MeHeAKep CeaHCOB, MeHeaKep CeTeBbIX coeaMHeHMN, GalinoBble MeHeaKepbl, MEHEeAKEP apXMBOB.
*B0O3MOXHOCTb YAa/IEHHOTO a4MUHUCTPUPOBAHUA Yepes TaKMe COBPEMEHHbIE Nporpammbl, Kak Remmina, TigerVNC n OpenSSH

AlterOSServer

*Habop cepBepHbIX cny*K6 Ana KopnopaTUBHOM MHPACTPYKTYPbI

e[logaep:KKa rpynnoBbiX NOJINTUK ANA UHTErpauum B UHPpacTpyKTypy Active Directory

eYnaneHHoe yrnpaB/eHMe KOMMNbIOTEPAMM MO CETU NO NPOTOKoAY SSH 1 Yepes Beb-uHTepdeic
*B0O3MOKHOCTb pa3BepPHYTb CEPBEP CETEBOM YCTAaHOBKMU 1 cepBep 0O6HOBAEHUI € NOMOLLbIO BeG-nHTepdelica
eCpeacTBa pa3paboTKu A/1A pPa3IMyHbIX annapaTHbIX naaTdopm (NpPeaocTaBAAOTCa OTAENbHO NO 3anpocy)

OC ANbT 8 CIN CEPBEP

¢ COBMECTMMOCTb C NONYAAPHbIMU CBOBOAHBIMW M KOMMEPYECKMMWN NPUNONKEHUAMM YPOBHA NPEeAnpUATUA, B TOM YMCNE Ha
GMHapHOM ypOBHE

ROSA Enterprise Linux Server eHanuuune Bepcuin Ansa apxmnTexTyp i686 1 x86-64

eHanunuume B penosuntopuu aaep Linux 5.x
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IT-TEXHONOrMWN ANa BU3HECA

BepHyTbCA K CNUCKY

OduUcHbIe NPUNOKEHMUA

AHanorun gna Microsoft Office

*Bxogut B peectp MUHKOMCBA3U

*[IpodeccMoHaNbHbIV OHNANH-PEeSAKTOP TEKCTOBbIX AOKYMEHTOB, 3N1EKTPOHHbIX Tabauy,
*PeflaKTOp AN1A CO34aHMNA NPe3eHTaLU OHNANH.

eCoBmecTumocTb ¢ popmatammu MS Office 1 OpenDocument.

e[1ga pexMma COBMECTHOro peakTMPOBaHUA B peasibHOM BpeMeHH.

P7-Odwuc ePeLleH3npOBaHME, KOMMEHTaPUK, 4aT.

*BCTpOEHHbIe ONONHEHUA: NePeBOAYMK, penakTop nsobpaxkenuit, OCR u gpyrue.
eXpaHunumLe LOKYMEHTOB

e[louta, KaneHgapb

*CRM u npoeKTbl

eCoobuectBo (KopnopaTuBHbIN MecceHaKep)

e ABTOMAaTU3MpPOBaHHOE ynpasneHne cuctemon P7-Odpuc Ha Balem cepsepe

*Bxogut B peectp MUHKOMCBA3U

eHanunune ceptndunumnpoBaHHbix Bepcnit PCTIK

*[MbKMe BapuaHTbl NpnobpeTeHua

MoiiOduc eKomnnekc 6e3onacHbix Be6-cepBMCOB M NPUNOKEHUI ANA opraHu3aumMm obnadHon paboueli cpesbl BHYTPM KOMMOAHWUMU.

*[1oYTOBbLIN CEPBEP M NPUNOKEHMA ANA PaboTbl C MTMCbMaMM, KaneHAapem, 3a4a4amm U KOHTaKTaMu Ha Ilobom ycTponcTBe.

eHabop npuaoxkeHui ans paboTbl C TEKCTOM, Tabmuammn u npeseHTaunamm B 0b6pasoBaTesibHbIX OpraHn3aumnax.

eHabop cpeacTs A1a B3aMMoAencTBms NPUKIaAHbIX cuctem ¢ npunoxkeHnamm MoiiOduc. CneymanbHo ana pa3paboTymKos.

¢ MHOrodpyHKUNOHAIbHOE NPUIOKEHUE ANA yA0OHOM paboTbl C TEKCTAaMK, TabAMLAMM U MPE3EHTALUMAMM HAa MOOUAIBHOM YCTPOMCTBE UK B
o06s1a4HOM XpaHuuLe.




" TPUAWUH

IT-TEXHONOrun Ana 6U3HECA

BepHyTbCA K CNUCKY

AHTUBUPYCHbIE peLLeHnn

AHanorun gna ESET NOD32, Bitdefender, Trend Micro

*BxoauT B peectp MUHKOMCBA3MN

eHanunyme yHMBEPCANbHbIX IMLEH3NA N TMOKAA cucTema nLEeH3NpPOBaHMA
*B0O3MOXHOCTb NOCTPOEHNA MHOPACTPYKTYPbI MHGOPMaLMOHHON 6e3onacHOCTM Ha 6a3e npoayKToB Kaspersky
e[IpepocTaBneHMEe CKNAKU 33 Nepexos, C KOHKYPUPYHOLLErO peLleHns

e3awmTa ot BpegoHocHoro MO

*KOHTPONb YCTPOMCTB, NPOrpaMmM M UCNONb30BaHNA MHTEPHETA

Kaspersky *EMHaA KOHCO/b YNPaBAEHWUA U KOHTPO/Ib 3aNyCKa NPUIOKEHNI Ha cepBepax
* AZIaNTUBHbIA KOHTPOIb aHOMaNNM

*/IHCTPYMEHTbI CUCTEMHOTO a4MUHUCTPUPOBAHNA

*BcTpoeHHOE WwndpoBaHme

e[laTy-MmeHeaKMEHT

*3aLMTa BUPTYaNIbHbIX Cpes, NOUYTOBbIX CEPBEPOB N MHTEPHET-LL/IH030B
e[lecoyHmnua

ePacluMpeHHada TEXHMYECKasa NoaaeprKKa

*BxoanT B peectp MUHKOMCBA3N

*[MbKan cuctema AMLEH3UPOBAHMUA

*CpaBHUTENbHO HM3KAsA CTOMMOCTb

Dr.Web *lnA opraHusaumin ntoboro macwraba

e[lpefocTaBneHNE CKUOKM 32 NepPexos C KOHKYPUPYHOLLETO peLleHunn
*3awmTa pabouymx cTaHUM, cepBepPoB, MOOUAbHbIX YCTPOMCTB
edunbTpaLUA NOYTbI

*3alumMTa LW30B
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«®| |//» Q.7 IT-TEXHONOMMM 179 BU3HECA

BepHyTbCA K CNUCKY

[loyTa U KOMMYHUKaUUU

AHanoru gna Microsoft Exchange Server, Kerio Connect

*Bxoaut B peectp MMUHKOMCBA3MU

eCommuniGatePro nmeet camblii NepeaoBol cepBep 3/IEKTPOHHOM NOYTbl HA CEroAHALHEM pbiHKe. OH MOXeT 0bMeHMBaTbCA
SNEKTPOHHBIMWU MMCbMaMM C 1I0ObIMK MOYTOBLIMU CEPBEPAMM, UCMONb3YIOWMMN SMTP-NPOTOKON, U UX PACLUMPEHUAMM, a TaKKe
npeaocTaBAAeT A0CTYN K NOYTOBbIM ALLMKAM, NPUBA3aHHbIM K YY4eTHOM 3anncu yepes npotokosbl POP, IMAP, MAPI, 1 AirSync.
e[TpunoxkeHne KOHTaKT LLeHTp: MOHUTOPUHI TenedOHHbIX pa3roBOpoB CBOMX COTPYAHMKOB, 3aNMCb U NPOCYyLWNBaHME
pa3roBopoB, CO34aHMeE rPynn areHToB 1 oYepeaum.

eMacwTabupyemoe peweHne ana ob6begMHEHHbIX KOMMYHMKaLmn n VolP

*KNMeHT MrHoBeHHbIX coobuieHuin/crtatyc npucytctema (cuctema CPIM), coueTarowwmin B cebe Kak mogenu XMPP Tak u SIP.
eXpaHeHue paliNioB C BOSMOKHOCTbIO WMGPOBAHUA U AOCTYyNOM Yepes Beb MHTepdenc n ¢ MobUNbHbIX YCTPOMCTB.
eCtaHaapTHble GYHKLMM NpOorpammHoro obecrneyeHmns KONNEKTUBHOM paboTbl, TaKME KaK COCTaBAEHWE KaneH4apHOoro naaHa,
naaHa 3a4a4y M KOHTAKTOB.

MporpammHbIA KOMNIEKC
CommuniGatePro Ver. 6.3

*BxoguTt B peectp MMUHKOMCBA3MU

e/IHTerpauma ¢ NoNyaapHbIMK cUCTEMaMM, KoTopble 3awwmwatoT MouTty (Kaspersky, InfoWatch, Zabbix)
eCepTnduKaTt coorsetcTema TpebosaHnam OCTIK Poccum

MOYTA+ Mail.ru (VK WorkMail) eloaaeprkKa paboTbl yepes cTopoHHUe npunoxkeHus (Outlook, Mozilla Thunderbird, Gmail, TheBat)
eTexHonorns AMP 1 mobunbHbIN SuperApp

*/IHCTAaNNATOP — /IEeTKasA YCTaHOBKA pelleHna u nHTerpauma c ActiveDirectory

e[nob6anbHan 1 NMYHaA aapPecHan KHUIA, KaNeHAAPb, OPrCTPYKTYPa, ayAN0-U BUAEO3BOHKM
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IT-TEXHONOrMWN ANa BU3HECA

BepHyTbCA K CNUCKY

BupTyanmsauma

AHanoru gna Microsoft Hyper-V, VMware

eBxoguTt B peectp MUHKOMCBA3U

*LLeHTPA/IN30BaHHOE yNpaBAeHNE: YYETHbIMWN 3aMUCAMM NOb30BATENEN U UX TPYNNAMK; FPYNNamMM BUPTYaIbHbIX MaWwnH (BM);
cepBepamu (y3namu) B KnacTepax; XpaHUINLLAMMK; LLEHTPOM 06paboTKM AaHHbIX M BXOAALWMMM B HETO KacTepamu;
BUPTYaA/IbHbIMM CETAMMU;

eCO3JaHMe 3alMLIEHHON cpeabl BUPTyann3aumm cepsepos 1 pabounx mect (VDI) apxuteKTypbl x86-64;

*BUPTYaNIN3aLMA CETEN, XPAHUAULL U T.4,;

esobecneyeHmne 0TKa3oyCTOMUYMBOCTN M MaclUTabnpoBaHME KNacTepoB BUPTyaAn3auum;

*3MY/IALMS annapaTHoro obecneyeHns Ha ocHose moaynsa KVM ¢ ncnonb3oBaHMEM BO3MOXKHOCTEN apXUTEKTYpbI X86-64 no
BUPTYyaN3aumm NpoLEeCccopos;

eco3gaHue 1 aKkcnayaTtaumsa Ao 10 000 BM (npw Hannumm cOOTBETCTBYHOLLEN MHPPACTPYKTYPbl CepBEPOB)

enoAnaepKKa B ogHol BM a0 240 BupTyanbHbIX npoueccopos u ao 4000 I'6 onepaTtnBHOM NamaTy;

enoAKAo4YeHne K BM ycTpoiicTB 13 cocTaBa annapaTHbIX CPeacTB XocTa, B Tom yucse USB 3.0;

enoanaep:KKa 32 n 64-6utHbix roctesbix BM ¢ OC Linux n Windows;

*naeHTUPUKaUMA, ayTeHTUDMKaLMA U aBTOPM3aLMA NOb30BaTENEN ANA NPeAOCTaBNeHMA A0CTYNa K GYHKLMAM BUPTYanm3aumm u
ynpaBneHus;

* MOHUTOPUHT PaboTOCNOCOBHOCTM 1 UCMONBb30BAHMA PECYPCOB BUPTYabHON MHDPACTPYKTYPbI, @ TaKKe COCTOAHMA GUSNYECKUX
y3nos L1OA;

®CO3/aHMe KNacTepoB BbICOKOW AOCTYNHOCTU;

*aBTOMaTUYECKOe pacnpeaenieHne HarpysKkm Ha Gusnveckue y3anbol;

®C03/,aHMEe HECKO/IbKUX CETEN U pasaeneHme cayKebHoro n nonb3oBaTebCcKoro TpadurKa Ha pasHble MHGOPMALMOHHbIE NOTOKMK,
nogaepxka VLAN;

e ipyrne BO3MOXHOCTU N XapaKTEPUCTUKU

Bpect ot AstraLinux
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IT-TEXHONOrun Ana 6U3HECA

BepHyTbCA K CNUCKY

Cuctembl yhpasJieHUA 6azamu AadHHbIX

AHanoru ana Microsoft SQL Server Standard

*Bxogut B peectp MMHKOMCBA3MU

ePoccuiickasa kommepydeckasa CYB/[], pa3paboTtaHHas komnaHuen Postgres Professional ¢ ucnonbsosaHnem ceoboaHo-
pacnpocTpaHsemoi CYB/ PostgreSQL

*06e Bepcum PostgresPro, 4onosHeHHbIE HEOBXOAMMbIMU CPEACTBAMM 3aLMTbl HGOPMaL MK Npowwan ceptudukaumio PCTIK
e/IHKpemeHTaNbHbIN 63Kan Ha ypoBHe 6/10KOB

* ABTOHOMHble TPaH3aKLMn

eCeKumnoHmpoBaHue Tabaumy,

eKomnpeccma gaHHbIX

eMynsTumacTtep

e[MopgpepkalC

e[lepeHocMMmble TabaunLbl

¢ XMHTbI NIAaHUPOBLLMKA

CYb/ Postgres Pro
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Q.7 IT-TEXHONOMN ANA BU3HECA

BepHyTbCA K CNUCKY

Cucrtembl pe3epBHOro KONMNMUpPoBsaHUA

AHanoru ana Veeam, Veritas

*Bxogut B peectp MMHKOMCBA3MU

eHannume yHMBEPCANbHbIX TULEH3UI U TMOKasA cMCTEMA JIMLEH3UPOBAHMA ANS opraHu3auunii ntoboro macwtaba

e[lpefocTaBneHNE CKUOKN 3@ NEPEXOL C KOHKYPUPYHOLWLETO peLleHns

eKOMNNEeKCHble peleHns gNa 3alWmTbl AaHHbIX, MPUNOXKEHUN U CUCTEM

*B03MOXHOCTb BbiOOpa XpaHWUINLLA A5 KOMWIA U KOHCONb aiIMUHUCTPATOpPa B Beb-uHTepdelice
Kubepnpotekr (paHee ¢[1poaKTUBHAA 3aLLUTa OT BUPYCOB-BbIMOraTesien ¢ TeXHoNorMen AKTMBHaA 3almTa

AkpoHuc UHdo3awmTa) e[loanep»Ka pe3epBHOro KONMMPOBaHMA TMNEPBU3OPOB U pe3epBHOEe KonuposaHue PostgresPro

*MrHoBeHHOE BOCCTAHOB/EHME; YaaNeHHOEe 1 aBTOMAaTU3MPOBaHHOE BOCCTAHOB/IEHWNE HA «TO/I0E» Keneso

ePenanKauma pesepBHbIX KOMUI MO PAacnmnCcaHMIo U yNpaBaeHne CPOKOM XPaHEHWUA pe3epBHbIX KOMWi

e|leHTPaIM30BaHHbIN KaTanor JaHHbIX C MOMCKOM; NOALEPMKKA NEHT, 3arpy3vymnkos, 6ubnmotek

* ALMUHUCTPATMBHbIE POAM YNPABAEHUA FPYNNOBbIMU NOJIUTUKAMMU

*Bxogut B peectp MMHKOMCBA3MU

e[loaaep»Ka onepaumoHHbIx cuctem (Oracle Linux, Rosa Enterprise Linux (Server and desktop)

e[lonHouUeHHasA paboTa c 1IeHTOUYHbIMKN BubanoTekamm (BkAtoYas LTFS)

*YnpaBaeHne yCTPOMCTBAMMN XPaHEHUA pe3epPBHbIX KOMUIN 1 CXKATUE Pe3epPBHbIX KOMWUIM HA KIMEHTE UK Ha cepBepe

e ABTOMaTUYECKas BepUPUKaLmMaA caenaHHbIX pe3epBHbIX Konui (pasmep daiinos, md5 cymma, sNeKTPOHHaA NOANKUCDH)
*JIoKanbHbIW NUCT 3aNPeTOB (C regexp) ANA KaXKA0ro KANEeHTa, orpaHMuYnBaoWwmnii MHGoOpPMaLUMIo pe3epPBHbIX KoNuii
e[paduyecknin MHTepdeNnc ynpaBaeHnsa Kak ana nonb3oBartens, Tak u gna agmuHmuctpaTopa CPK

e ABTOMATMYECKOE NepemeLleHne pe3epBHbIX KOMWUA Ha APYrne HOCUTENU U yAaNeHNe YCTapeBLLMX KONWi

RuBackup

*3a3/a4M pe3epBHOro KOMMPOBAHMA, BOCCTAHOBNEHWUA U CUHXPOHU3ALMKN C eAUHbIM UHTepdeincom.

e[lonHoe, auddepeHunanbHOe, UHKPEMEHTHOE NN CMELLAHHOE KOMMPOBAHME, XPaHUTE HECKOIbKO BEPCUIM KOMUNA.

eCoxpaHeHMe gaHHbIX B obnakax: AHaeKc n Google Ainckun, OneDrive n OneDrive ana 6usHeca, Dropbox, S3 u gpyrue.

ePe3epBHOe KonupoBaHue 6a3 1C, MySQL, MS SQL, PostgreSQL u Oracle, cepsepos FTP, NAS, BUpTyanbHbIX Malu1H, 06pa3bl ANCKOB.

Handy Backup
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Q.7 IT-TEXHONOMMM 179 BU3HECA

BepHyTbCA K CNUCKY

[Mporpammsbl Ans yaaneHHoro AocTyna

AHanoru gna TeamViewer, Anydesk

*BxoauT B peecTp MMUHKOMCBA3MU
eYnpasneHne n NPoCMoTp yaaneHHoro paboyero ctona KomnbtoTepa Remote Desktop
eDaliNoBbIN MeHeaKep AnA paboTbl ¢ daiiamu 1 Nankamm
e[lncneTtyep 3afay 1 ynpasieHne NUTaHMEM KOMMNbOTEPA, PEAAKTOP peecTpa
LiteManager *TeKCTOBbIM M ayaANO0-BUAEO YaT
eTelnet ynpaBneHne KOMNbIOTEPOM Yepe3 KOMAHAHYIO CTPOKY
e[lncnetyep yCTPONCTB UM MHBEHTAPM3aLMA; KapTa CETU M BCTPOEHHbIN MOUCK KOMMNbIOTEPOB
e[logKkntoueHMe cepBepa C ANMHammyeckum IP agpecom n GyHKLMA KaCKaZHOIo coeanHeHua ansa paboTbl B CIOMKHbIX CETAX
eYnaneHHan ycTaHoBKa M 06HOBNEHME
eCoeanHeHune no ID n NolPServer
*Bxogut B peectp MMHKOMCBA3U
eYnaneHHoe ynpasaeHne paboynm CTo/IOM M NPOCMOTP IKPAHOB YAaNEHHOI0 KOMMNbOTEPA
e[loaaepKKa ropavmx KNaBuLl, CUHXPOHHbIN bydep obmeHa
e[lepexBaT yrnpasB/eH1A yaaNeHHbIM KOMMNbIOTEPOM, FPYNNoBOE NOAKAOYEHME K yaaNeHHOMY KOMMbloTepy, obmeH dannamm
ACCUCTEHT e[loanepKa Myanl:i'MOHMTOprIX cucTem
*G/I0OKMPOBKA YCTPOMCTB BBOAA, YPaB/eHME NUTaHUEM
*PaboTa C HECKONBKMMMW yAANEHHBIMU KOMMNbIOTEPAMU O4HOBPEMEHHO
*TeKCTOBbIM, ayANO0 U BUAEO- YaTbl
*PepaKkTOp peectpa, AUCNeTyep 3a4a4y 1 AnucneTyep yCTPOMCTB, KOMaHAHaA CTPOKA, YAaNeHHAA neyatb
eYnaneHHoe ynpasaeHne paboynm CToIOM, NeYaTb U aZMUHUCTPUPOBaAHME, YCTAaHOBKA, paboTa ¢ Heckonbkumu MK ogHOBpemeHHO
RMS YaaneHHbli gocryn e[lepenaya pannos, 6JJOKMPOBKA IKPAHA U YCTPONCTB BBOAA )
*CNMCOK KOMMbIOTEPOB U CTPYKTYpPa CETU, CONPOBOXKAAEMbIe U He conpoBoXgaemble MK, paboTa npu cC0KHOW TONONOTUM CETU
*[M6KaA HaCTPOMKa NpaB AOCTyna, Hab/AeHME M 3anNuCb 3KPaHa No PacnucaHuio




" TPUAWUH

IT-TEXHONOrun Ana 6U3HECA

BepHyTbCA K CNUCKY

MexceTeBou 3KpaH

AHanoru gna Kerio Control, Sophos

*Bxogut B peectp MUHKOMCBA3U

eHannume ceptudmnumpoBaHHbix Bepcmin PCTIK

eMerKceTeBOW 3KpaH;

*BapuraHTbl NPOrPammHOro 1 annapaTHOro NnpunobpeTeHun
eCncTema NpeaoTBpaLLEHNA BTOPKEHWUN;

eKOHTEHT-OUNBLTP.

*KOHTPONb NPUNOKEHUI;

*MHoOroypoBHeBasa aHTUBMPYCHAA M aHTUCMaM-NpoBepKa TpaduKa;
*3almTa oT 60THETOB, QULLIMHTA U Spyware;

*V/PN.

IdecoUTM

*Bxogut B peectp MUHKOMCBA3U

eHannume ceptndunumpoBaHHbix Bepcmin CTIK

*BapunaHTbl NPOrPAaMMHOrO 1 annapaTHOro NnpunobpeTteHnn

eKOpnopaTUBHbIA MEKCETEBOM 3KPaH. 3aluMTa CETU Ha NepumeTpe AN CPeSHUX U KPYMHbIX NpeanpuaTui.
e3allLnTa OT Yrpo3 HOBOIro NOKOeHMNA. AHaIN3 COBPEMEHHbIX Yrpo3, nogaepKa KoHuenumnm SOAR.
UserGate eCuctema 06HapY>KEHNA BTOPIKEHWU. 3aLUMTa KOPMOPATUBHbLIX CETEN U

e NaTa-LEHTPOB.

* AHaNU3 NHUNAEHTOB 6e3onacHocTU. HypHaMpoBaHNE U MOHUTOPUHT COOLITUI, CTaTUCTUKA U OTYETHOCTb.
eOpraHusaums yganeHHon pabotbl. Mybamkauma pecypcos, cosgaHne VPN-coeanHEHNA.

e PUNbTPALUNA UHTEPHET-KOHTEHTA. AHA/IU3 COAEPKMMOTO CaToB, BNOKMPOBKA ONACHbIX PECYPCOB.
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BepHyTbCA K CNUCKY

[Mporpammbl 4158 NPOEKTUPOBAHUA

AHanoru ana AutoCAD, CorelCAD, Solidworks

*BxoauT B peectp MMUHKOMCBA3N

*Yno6Hble KaTasorn NanmuTpbl MHCTPYMEHTOB M NpodeccMoHanbHasa paboTa ¢ NoA0KKaMu
*YNyyLEeHHbI pegakTop 610K0B 1 yaobHaa cuctema maclwtabmposBaHuma

eOdopMieHME NO POCCUNCKMM CTaHAAPTaM U aBTOMaTUYEeCKUiA noabop TpebosaHui
eQOcHoBa ana BIM-pelueHnii u ontummsaums pabortsl B 4K

*PelaKTMPOBAHNE NCTOYHMKA aCCOLMAaTMBHONO MaccuBa

*O6beKTHble 3D-NpuBAsKKM, pegakTop 3D-610K0B

* ABTOHA/I0}KEHME 3aBUCMMOCTEN

nanoCAD

*Bxoaut B peectp MMUHKOMCBA3N

®3KCMOPT U UMMNOPT (C NocseayoWMM peaakTnposaHuem) 3D-reomeTpumn 1 AaHHbIX 0 moaenn yepes popmatbl STEP, ACIS, IGES, Parasolid n gap.;
2D-reomeTtpum yepes popmaTtbl DWG n DXF; npamon umnopT pannos Hanbonee pacnpocTpaHeHHbix CAD-cuctem

KOMMNAC-3D eOdpopmneHne JOKYMEHTaLMM B NOJIHOM COOTBETCTBMM ¢ npasuaamm ECKA nam CNAC, nogaeprkka NOCT 2.052-2015 «3neKTpoHHaA moaesnb
nsgenna»

*[103BO/IAET OCYLLECTBNATb MPOBEPKY AOKYMEHTOB Ha COOTBETCTBUE CTaHAAPTam odopmneHuna no ECKL, a Takke npoBepKy moaenen Ha
TEXHONOIMYHOCTb

*BxoauT B peectp MMUHKOMCBA3N

eKoMnakTHbIN popmaT daiina *.rnp (AecaTtkm merabait AN KOMNAEKCHOrO NPOEKTa MHOTOKBAPTUPHOTO A0Ma)

*3dPeKkTnBHOE MCNONb30BaHNE COBPEMEHHbIX KOMMbIOTEPHbBIX TEXHONOMMN (MHOrONOTOYHOCTb U MHOTOSIAEPHOCTb, pecypc BuaeokapT, VR-04KM)
RengaArchitecture e[Ipamasn uHTerpauma c peeHnamm «1C», coemectHaa paboTa apxMTEKTOpa U KOHCTPYKTOpa

*PaboTa c OTNPaBOYHbIMU MapKaMmn MeTananyecknx Gepm, KONOHH, CBsZen U COOPHbIX Kene3obeToHHbIX N3aennin

e ABTOMaTUYECKas TPACCUPOBKA MHMKEHEPHbIX CUCTEM

eOdpopmneHne AOKYMEHTaLMM B NOJIHOM COOTBETCTBMM € npaBuaammn ECKA nam CNAC.
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IT-TEXHONOrun Ana 6U3HECA

BepHyTbCA K CNUCKY

[porpammHoe obecneyeHue
/19 NOPTa/I0B COBMECTHOM paboTbl

AHanoru pna Microsoft SharePoint

*BxoauT B peectp MMHKOMCBA3N

eKopnopatusHoe CMW. TMbKMI, Kpacuebln, YA0O6HbIN MHCTPYMEHT TPAHCAALUKU ANA NOBbIWEHNA BOBNEYEHHOCTU COTPYAHUKOB
*EanHoe MHGOPMALMOHHOE NPOCTPaHCTBO. Incomand nomoxkeT cobpaTb BMecTe COTPYAHUKOB Ha yAaneHHoM paboTe u
OTAaNeHHble oPUCbI U NONb30BATLCA eANHBIMU MHCTPYMEHTAMM

eKaTtanor ycnyr gnsa cotpygHUKoB. EanMHaA cuctema, KoTopaa NO3BOAUT COKPATUTb BPEMSA Ha 3anNpocC M OKa3aHWe YCAyrn Ha Balem
Incomand noptane Incomand.

*KopnopaTuBHbI NOPTan HOBOFO NOKOMEHMA ANA KOMMaHui oT 500 Yyenosek.

eKpocc-nnatpopmeHHoe pewweHne. CMapTdOH + HACTONbHbIM KOMMbIOTEP + NAaHLWeT. [LoCTynHO Be3ae M Ha 1tobom ycTponcTee
ePexxnum “opgHoro okHa” ana scent UT-nHPpacTpyKTypbl. CTaHaapTM3nMpynTe n 0b6beanHante UT-MHOpPacTpyKTypy B peXnum “ogHoro
OKHa”

eIncomand pa3BopaunBaeTcA Ha Bawmx cepsepax (on-premise). laHHble NoA HaAEXKHOW 3aLWMTOM M NONHbIM KOHTPOEM BaLLEFO
npeanpuaATUA
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BepHyTbCA K CNUCKY

BeKkTopHble 1 rpaduyeckme peaakTopbl

AHanoru gnsa VisioStandard, CorelDraw, Adobe Photoshop CC

*Bxogut B peectp MMHKOMCBA3MK

e[loaaepK1BaeT MMMOPT U IKCMOPT rpadUUECKUX CXEM U YepTEXKEN U3 Nporpamm MMMOPT 1 akcnopT cxem Visio (vsdx, vsd);
AutoCAD (dxf, dwg); Mapinfo(mif, mid); Windows (wmf, emf); svg; pdf

ACMO-rpaduueckuii pegakrtop e 1na pabotbl c CYB[, nmeeTca KaneHT-cepsepHas sepcmua ACMOrpad

*Co3gaHue 1 peaakTupoBaHue rpaduyeckmnx Cxem, neyaTb CXEM U YepTexRen

*Co3aaHne bBUBANOTEK 3NEMEHTOB CXEM, XPaHEHUE cXem U bnubaunoTek B pannax

*BxoguTt B peectp MMUHKOMCBA3MU

*Yn06HbIN NoNb30BaTENbCKUA UHTEpdeNC ¢ noaaepKKon 4k n 5k ancnnees.

e AliveColors nogaep»kunsaet paboTy c rpadpuyeckMmm nnaHWeTaMm, YyBCTBUTENIbHBIMM K HaXKMMY Nepa, Y4To JaeT BaM NO/HbIN
KOHTPO/Ib HaZ NPOLECCOM PUCOBaHMA.

*IHCTPYMEHTbI ANA yNyyweHnAa KavyectBa Gpotorpaduii U pefakTMpoBaHNA N306paXkeHMI, BKAOYAA QYHKLUN NOAABAEHUA
AliveColors uMdppoBoro Wwyma, ynydweHns GoKyCMpPoBKK, 3PPEKTbl PE3KOCTU U PA3MbITUSA, ONLUK NOPTPETHOM peTyLwn poTorpaduii, a TaKKe
BO3MOXHOCTN TOHOBOM KOPPEKLUM, ONEYATHOW NOATOTOBKM, yAyULIEHWNA AeTan3aunmn, CeNeKTMBHON LBETOKOPPEKLNU,
co3aaHuA HDR 1306parkeHnit, BblAENEHNA CNOXKHbIX 06BEKTOB, A06aBNEHUA U PefaKTUPOBAHMNA TEKCTA U MHOTUE ApYyrue.
*/IHCTPYMEHTbI PETYLIMPOBAHNA A8 NPOdPecCMOoHaNbHOM 06paboTKM NOPTPETHLIX CHUMKOB.

e[IpodeccrMoHanbHblie BEKTOPHbIE MHCTPYMEHTbI A8 CO34aHUA U PeAaKTUPOBAHUA BEKTOPHbIX GUryp.

*/IHCTPYMEHTbI BblAENEHUA FPaHUL, 06 bEKTOB NO3BONAIOT AaBTOMATUYECKM BbIPE3aTb CIOXKHbIE Y4ACTKN N306pakeHui, byap To
BOJIOCbI, MeX, 061aKa, CTEKNO, AepeBbA UAN BPbI3rn BoAbI.
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IT-TEXHONOrun Ana 6U3HECA

BepHyTbCA K CNUCKY

Buaoeopenakropsl

AHanormn pna Adobe Premiere Pro CC

*BxoguTt B peectp MUHKOMCBA3U

*[MbKan cuctema npuobpeTeHums.

eBKkAtOYaeT B cebs BCce HEOOXOAMMbIE MHCTPYMEHTbI, C MOMOLLbIO KOTOPbIX Bbl CMOXKETE PeAaKTMPOBATb BUAEO U ayAMO0, MEHATb
Movavi360 dopmart daitnos, 3annceisatb VHS nam TB-curHan u mHoroe apyroe.

e[lporpamma A/1A 3aXBaTa 3KPaHa, NO3BO/IAT BaM 3aNMCaTb BCE, YTO NPOUCXOAMUT Ha 3KpaHe Bawero KomnbtoTepa B Full HD mnan
4K. 3axBaTblBaliTe BUAEO € paboyero CTo/1a M NPOrpamm, a TakKe 3anucbiBaliTe UrPOBOM NPOLLECC CaMbIX COBPEMEHHbIX UTp.
e[locTyn KO BCEM TEMATUYECKMM Habopam BUAE03hPEKTOB, CO3AaHHbIX IKCK/IO3UMBHO ANA Nonb3osaTtenelt Movavi.
Monb3ynTecb CTUKEPaMU, TUTPAMK, Nepexogamm n GoHamm, YTobbl caenaTb CBOU BUAEO YHUKANbHLIMU M 3aNOMUHAIOLLMMMUCA.
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IT-TEXHONOr MK ANa BU3HECA

BepHyTbCA K CNUCKY

PDF-penaKTopbl

AHanorun gna Adobe Acrobat Standard

*Bxoaut B peectp MUHKOMCBA3MU

eYTeHMe uMPPOBbLIX KHUT, KYPHAN0B M NPOYNX AOKYMEHTbl B dopmaTte PDF. PaboTa cpasy ¢ HeCKobKMMM datnamu.

eCo3aaHue ¢ainnos PDF ¢ Hyns. O6beanHeHne pannos pasHbix GOPMATOB, SKCMOPTUPOBAHHLIX U3 APYrMX NPOrpamm B HOBbI PDF-
nokymeHT (Word, Corel, AutoCAD, Photoshop). 3arpyska oTCKaHMPOBAHHbIX CTPAHMUL.

*BHeceHMe NpaBoK B PDF-40KYMEHTbI Ha YPOBHE CTPaHUL, U UX OTAENbHbIX 31eMeHTOB. PeaaKkTMpoBaHWe coaepKaHua CTpaHuL,:
KOPPEKTUPOBKM B TEKCT, UAMEHEHNE pa3mepa N3006parKeHUn, BUPTyaibHAA NOAMUCH KOT PYKU».

eKoHBepTauma ¢pannos PDF Bo MHOXKeCTBO Apyrux ¢opmaToBs, BKAtOYasA TekcToBble popmaTbl DOC 1 TXT. BO3MOXKHOCTb 3KCNOPTA CTPaHMUL,
PDF Kak otaenbHbIXx JPG- PNG-1306pakeHuin.

PDFChefby Movavi

e[lobaBneHne B AOKYMEHT TEKCTA € N1t06bIM GOPMATUPOBAHMEM, A TaKKE PeSaKTUPOBaAHME CYLLECTBYIOWErO; peAaKTMPOBaHUeE 1
3anonHeHne NHTepPaKTUBHbIX PDF ¢opm pasnnMyHbIX TUMOB: TEKCTOBbIE MO, KHOMKKU, CNUCKK, LMdpPOBbIE NoagNMcKU 1 ap.

eCncTemMa ONTMYECKOTO Pacno3HaBaHMA TEKCTA NO3BOAAET BbICTPO M TOYHO CAeNaTb TEKCT AOCTYNHbIM A5 BblAENEHUA, MOUCKA U
peaakTMpPOBaHUA B OT CKAHMPOBAHHbIX AOKYMEHTaX UM AOKYMEHTaX C U300parkeHnamu.

*B03MOXHOCTb 00beAUHATL U pasaenaTb PDF ¢ainbl, co3aaBaTth, pegakTMpPoBaTh UKW yAANATb 3aKIaKM.

Master PDF Editor eMaster PDF Editor ycTtaHaBanBaeTca Kak BUpTyanbHbi PDF npuHTEp, MOXKHO pacnedyaTaTb 1t00blie 4OKYMEHTbI U3 Pas/InYHbIX
NPUNOXKEHWUI, KOTOPbIE NOAAEPKMUBAKOT Nevatb (Hanpumep, Microsoft Word u Excel nnmn Google Chrome).

e[1poBepKa undpPoBbIX NOANUCEN, CO3AAaHNE HOBbIX U NOANNCAHNE AOKYMEHTOB C MOMOLLbIO LUndpoBoro cepTudmrKaTa.

*PDF MOXHO cO34aTb HEMOCPEACTBEHHO M3 BYMaXKHOro AOKyYMeHTa C UCrnoJsib3oBaHneM ckaHepa. Master PDF Editor no3sonseT co3gaBaTb
NOKYMEHTbI M3 cyLecTByoWwmMxX ¢GannoBs, a TaKKe c034aBaTb MNyCTble AOKYMEHTbI NN BCTaBAATb YNCTble CTPAHULbI AN PAa3MeELLEHUA
NOMOJIHUTENbHOM MHPOPMaLUW.
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IT-TEXHONOrMWN ANa BU3HECA

BepHyTbCA K CNUCKY

[hatdopmbl Ana KoHPepeHLUUn U BebuHapoB

AHanorun gpna Zoom, Adobe Connect

*BxoguTt B peectp MUHKOMCBA3U

ePasgeneHme y4acTHUKOB Ha rpynnbl

e ABTOBEOMHApDLI M cO3aaHMe cepum BebMHapoB

¢KOHTPOAb NPUCYTCTBUA N KOHTPOb BHUMAHMUA

Webinar elocka Miro N MUHCTPYMEHTbI pUCOBaHMUA

e HTerpauyma no APl n ¢ butpukc24

eAHpekc.MeTpuKa, Google Analytics n ctatucTKa no UTM-meTKkam
eYnpaBaeHne akkayHTamMn COTPYAHMKOB, Y4aCTHUKOB U MOAEepaToOpoB
eleTanbHan aHaNMUTMKa NO Y4aCTHUKAM

eBxognt B peectp MUHKOMCBA3U

eBuaeokoHdpepeHunn Ultra HD-kauecTBa. BUAE0O3BOHKM, rpynnoBble KOHGEPEHLUMN, CENEKTOPHbIE COBELLAHMA U BUAEOYPOKU
*3alWmIEHHAn BUAEOCBA3b Ha Bcex naatdopmax: Windows, Linux, macOS, iOS u Android

eHeorpaHM4YeHHOe KonmyecTBo aboHeHToB. CepBep NNLEH3NPYETCA NO KONNYECTBY OHNANH-NONb30BaTENEN

eHTerpaums c SIP/H.323 pewexnamun. ATC, VolP TenedoHua, BKC peleHnsa CTOPOHHUX Npon3BoanuTenei

TrueConf *Beb-koHpepeHumMmn yepes WebRTC. MonHoueHHas cBa3b Yepes bpaysep 6e3 yCTaHOBKM NaarmHos

*YCTaHOBKa B CETU nNpeanpuatna. Bce KOMMyHUKaLMM NPOUCXOAAT BHYTPU KoprniopaTusHoi cetn LAN / VPN

eHTerpauma c Active Directory n LDAP. Y0o6cTBO aAMUHUCTPUPOBAHUA N CUHXPOHU3aAUMN MHPOPMALMKM O NONb30BaATENSX
e[oaaep»Ka BuaeokoHdepeHumin Ha 1000 1 6bonee y4yacTHMKOB

*ABTOHOMHOCTb. He TpebyeTca NoCcTOAHHOE NoAKNOYEHUE cepBepa K MHTEPHETY
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